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DETAILED ACTION 
Response to Arguments 

1. In response to communications filed on 1 1/13/2006, applicant amends claims 1 and 12, 
and adds claim 44. The following claims 1-4, 7, 12-13, 15, 21, and 44 are presented for 
examination. 

2. Applicant's arguments, pages 5-8, filed on 1 1/13/2006, with respect to the rejection of 
claims 1 and 12 have been fully considered, but they are moot in view of a new ground of 
rejection. Claims 1 and 12 have been amended to overcome the 1 12^*" rejection. By canceling 
the added limitations, claims 1 and 12 are presented with the same limitation before the Final 
Rejection. Since the final rejection has not been overcome by Applicant, as indicated by 
Examiner in the last phone interview, the IBM Technical Disclosure Bulletin reference will still 
be applicable to the claim rejection as shown in the last Final rejection. The response to 
arguments in the last Final rejection is incorporated herein by reference. Claim 44 has been 
added. In response to Applicant's arguments that Mo's reference suggests a single oscillator, it 
is noted that the independent claims do not explicitly recite that the first oscillator and the second 
oscillator are different from each other. Using one or two oscillators does not patentably 
distinguish the claimed invention as claimed. 

Claim Rejections - 35 USC §103 

3. The following is a quotation of 35 U.S.C. 103(a) which forms the basis for all 
obviousness rejections set forth in this Office action: 
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(a) A patent may not be obtained though the invention is not identically disclosed or 
described as set forth in section 102 of this title, if the differences between the subject matter 
sought to be patented and the prior art are such that the subject matter as a whole would have 
been obvious at the time the invention was made to a person having ordinary skill in the art to 
which said subject matter pertains. Patentability shall not be negatived by the manner in which 
the invention was made. 

Claims 1-4, 7, 12-13, 15, 21, and 44 are rejected under 35 U.S.C. 103(a) as being 
unpatentable over US Patent 5,970,142 to Erickson in view of IBM Technical Disclosure 
Bulletin "Integrated Circuit Compatible Random Number Generator", April 1998, Volume 30, 
Issue Number 1 1 ; pages 333-335. 

As per claim 1, Erickson discloses a method of securing communication of 
configuration data between a field programmable gate array (FPGA) and an external storage 
device comprising, the method comprising: a plurality of configurable logic elements within the 
FPGA being programmable with configuration data to implement a desired circuit design, for 
example (see column 3, lines 5-21); transmitting encrypted configuration data from the storage 
device to the FPGA, for example (see column 3, lines 34-36); and a decryption circuit coupled to 
received encrypted configuration data, the decryption circuit configured to decrypt the encrypted 
configuration data in the FPGA using the fingerprint as a decryption key to extract the 
configuration data, for example (see column 3, lines 34-42). Erickson discloses a security 
circuit comprising a key generator for generating a key (column 2, lines 30-31) and the security 
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circuit also comprises a security initialization circuit for generating initialization data to be used 
for encryption/decryption (column 4, lines 44-65) that meets the recitation of fingerprint element 
for generating fingerprint representing inherent manufacturing process variations unique to the 
FPGA. Erickson does not explicitly disclose a random number generator comprises oscillators 
and measuring the oscillations and combining them to generate the key. IBM Technical 
Disclosure Bulletin discloses generating random binary numbers for use to supply inputs for 
encryption/decryption function that can be implemented with standard logic circuits with high 
statistical quality by generating the values from oscillators (pages 333-335), the random 
generator circuit comprises oscillators and sensing circuit for counting the number of oscillations 
of a first oscillator and a second oscillator during a predetermined time interval (see bottom of 
page 334): One of the advantages of this random number generator to those known in the art, as 
stated this disclosure, is that in contrast to other generators known in the art that produce non- 
deterministic random values, this technique can be adapted to modern digital VLSI technologies 
by counting down the output of oscillators at a desired sampling frequency and generating a 
ratio between the oscillators to be used as the fingerprint that also meets the recitation of 
measuring and combining the propagation delays to be used as the fingerprint (page 334). 
Therefore, it would have been obvious to one of ordinary skill in the art at the time the invention 
was made to modify the method of key generafion of Erickson to apply the concept of random 
number generator of the IBM Technical Disclosure Bulletin of measuring propagation delays and 
combining the propagation delays to generate the fingerprint as taught in IBM Technical 
Disclosure Bulletin because this technique provides a way of generating true random binary 
numbers with high statistical quality and using values from oscillators as described in the 
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disclosure would provide a further advantage that the technique can be adapted to modem digital 
VLSI technologies. The motivation to do so is given in the IBM Technical Disclosure who 
teaches: with a high quality random number generator, it is extremely unlikely that future or past 
results can be predicted; therefore, the chance of guessing the key from the security circuit is 
greatly reduced. In addition to generating true random binary numbers with high statistical 
quality, generating the values from at least two oscillators can prevent biased outputs since this 
technique provides the ability to vary frequencies and combining the frequencies to avoid biased 
outputs. 

As per claim 2, the references as combined above disclose the claimed method of claim 

1. Erikson further discloses the limitation configuring the FPGA using configuration data, for 
example (see column 3, lines 39-42). 

As per claim 3, the references as combined above disclose the claimed method of claim 

2. Erikson further discloses the limitation of further comprising: transmitting the fingerprint 
from the FPGA to an encryption circuit, for example (see column 3, lines 31-32); encrypting the 
configuration data using the fingerprint as an encryption key, for example (see column 3, lines 
30-35); and storing the encrypted configuration data in the storage device, for example (see 
column 3, lines 15-18). 
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As per claim 4, the references as combined above disclose the claimed method of claim 
1 . Erikson further discloses the limitation of wherein the fingerprint generated during power-up 
of the FPGA, for example (see column 3, lines 25-30). 

As per claim 7, the references as combined above disclose the claimed method of claim 
1 . IBM Technical Disclosure Bulletin further discloses wherein the first and second oscillators 
comprise configurable logic blocks (see bottom page 333 and page 33 4, lines 7-10). Claim 21 is 
rejected on the same rationale as the rejection of claim 1. 

As per claim 12, Erickson discloses an FPGA comprising: a plurality of configurable 
logic elements within the FPGA being programmable with configuration data to implement a 
desired circuit design, for example (see column 3, lines 5-21); transmitting encrypted 
configuration data from the storage device to the FPGA, for example (see column 3, lines 34- 
36); and a decryption circuit coupled to received encrypted configuration data, the decryption 
circuit configured to decrypt the encrypted configuration data in the FPGA using the fingerprint 
as a decryption key to extract the configuration data, for example (see column 3, lines 34-42). 
Erickson discloses a security circuit comprising a key generator for generating a key (column 2, 
lines 30-31) and the security circuit also comprises a security initializafion circuit for generating 
initialization data to be used for encryption/decryption (column 4, lines 44-65) that meets the 
recitation of fingerprint element for generating fingerprint representing inherent manufacturing 
process variations unique to the FPGA. Erickson does not explicitly disclose a random number 
generator comprises oscillators and measuring the oscillations and combining them to generate 
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the key. IBM Technical Disclosure Bulletin discloses generating random binary numbers for use 
to supply inputs for encryption/decryption function that can be implemented with standard logic 
circuits with high statistical quaUty by generating the values from oscillators (pages 333-335), 
the random generator circuit comprises oscillators and sensing circuit for counting the number of 
oscillations of a first oscillator and a second oscillator during a predetermined time interval (see 
bottom of page 334) that meets the recitation of means for counting a first number of oscillations 
of the first oscillator and counting a second number of oscillations of the second oscillator during 
a predetermined time interval and means for generating a fingerprint as a ratio between the 
number of oscillations. One of the advantages of this random number generator to those known 
in the art, as stated this disclosure, is that in contrast to other generators known in the art that 
produce non-deterministic random values, this technique can be adapted to modern digital VLSI 
technologies by counting down the output of oscillators at a desired sampling frequency and 
generating a ratio between the oscillators to be used as the fingerprint that also meets the 
recitation of measuring and combining the propagation delays to be used as the fingerprint (page 
334). Therefore, it would have been obvious to one of ordinary skill in the art at the time the 
invention was made to modify the method of key generation of Erickson to apply the concept of 
random number generator of the IBM Technical Disclosure Bulletin of measuring propagation 
delays and combining the propagation delays to generate the fingerprint as taught in IBM 
Technical Disclosure Bulletin because this technique provides a way of generating true random 
binary numbers with high statistical quality and using values from oscillators as described in the 
disclosure would provide a further advantage that the technique can be adapted to modem digital 
VLSI technologies. The motivation to do so is given in the IBM Technical Disclosure who 
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teaches: with a high quality random number generator, it is extremely unlikely that future or past 
results can be predicted; therefore, the chance of guessing the key from the security circuit is 
greatly reduced. In addition to generating true random binary numbers with high statistical 
quality, generating the values from a first oscillator and a second oscillator can prevent biased 
outputs since this technique provides the ability to vary frequencies and combining the 
frequencies to avoid biased outputs. 

As per claim 13, the references as combined above disclose the claimed FPGA of claim 
12. Erikson further discloses a configuration circuit for configuring the FPGA using 
configuration data, for example (see column 3, lines 39-42). 

As per claim 15, the references as combined above disclose the claimed FPGA of claim 
12. Erikson further discloses transmitting the fingerprint from the FPGA to an encryption 
circuit, for example (see column 3, lines 31-32); encrypting the configuration data using the 
fingerprint as an encryption key, for example (see column 3, lines 30-35); and storing the 
encrypted configuration data in the storage device, for example (see column 3, lines 15-18). 

As per claim 21, the references as combined above disclose the claimed FPGA of claim 
12. IBM Technical Disclosure Bulletin further discloses wherein the first and second oscillators 
comprise configurable logic blocks (see bottom page 333 and page 33 4, lines 7-10). Claim 21 is 
rejected on the same rationale as the rejection of claim 12. 
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As per claim 44, the references as combined above disclose the claimed method of claim 
1 . IBM Technical Disclosure Bulletin further discloses using the ratio of the jitter oscillator 

frequency to the sampling oscillator frequency (see page 334 more specifically the bottom of the 

} 

page). As interpreted by the Examiner the ratio is the quotient of one value dividing by the 
other. As disclosed in the reference, the ratio is taken between the value of the oscillator that is 
set to the desired frequency (sampling) and the other oscillator (jitter oscillator) (bottom of page 
334). This meets the recitation of generating the ratio is obtained by dividing the first number of 
oscillations by the second number of oscillations. 

Conclusion 

4. THIS ACTION IS MADE FINAL. Applicant is reminded of the extension of time 
policy as set forth in 37 CFR 1.136(a). 

A shortened statutory period for reply to this final action is set to expire THREE 
MONTHS from the mailing date of this action. In the event a first reply is filed within TWO 
MONTHS of the mailing date of this final action and the advisory action is not mailed until after 
the end of the THREE-MONTH shortened statutory period, then the shortened statutory period 
will expire on the date the advisory action is mailed, and any extension fee pursuant to 37 
CFR 1.136(a) will be calculated from the mailing date of the advisory action. In no event, 
however, will the statutory period for reply expire later than SIX MONTHS from the mailing 
date of this final action. 
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4.1 Any inquiry concerning this communication or earlier communications from the 
examiner should be directed to Carl Colin whose telephone number is 571-272-3862. The 
examiner can normally be reached on Monday through Thursday, 8:00-6:30 PM. 

If attempts to reach the examiner by telephone are unsuccessful, the examiner's 
supervisor, Nasser G. Moazzami can be reached on 571-272-4195. The fax phone number for 
the organization where this application or proceeding is assigned is 571-273-8300. 

Information regarding the status of an application may be obtained from the Patent 
Application Information Retrieval (PAIR) system. Status information for published applications 
may be obtained from either Private PAIR or Public PAIR. Status information for unpublished 
applications is available through Private PAIR only. For more information about the PAIR 
system, see http://pair-direct.uspto.gov. Should you have questions on access to the Private PAIR 
system, contact the Electronic Business Center (EBC) at 866-217-9197 (toll-free). If you would 
like assistance from a USPTO Customer Service Representative or access to the automated 
information system, call 800-786-9199 (IN USA OR CANADA) or 571-272-1000. 
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